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The evolution of wireless technology to 5G and beyond with synergistic expansion of use cases
into new verticals, such as autonomous vehicles, telemedicine, smart manufacturing, and smart
grids, is having a disruptive change on network design. Mobile operators now share network
responsibilities with hyperscalers and other third parties utilizing private 5G networks. A new
"open” and collaborative approach to network testing is required to verify that key performance
indicators (KPIs) are met consistently.

Perhaps the biggest disruptor in this New World Order of public and private networks is the rise
of hyper scale data centers. By 2026, hyperscalers will operate well over 1,000 such data centers,
which are categorized as facilities with more than 5,000 servers and 10,000 square feet, according
to Synergy Research Group (figure 1).

Figure 1: Hyperscale data centers will exceed well over 1,000 by 2026.
(Courtesy of Synergy Research Group.)

Open Radio Access Network (O-RAN) and cloud computing play prominent roles in hyperscale
data centers. The integration of open systems and the cloud help give such enormous facilities the
necessary agility to scale and add compute power to meet varying load requirements, as well as
extend out to the network edge.
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This new approach is a far cry from how networks have historically been designed and operated. In
traditional networks, the mobile operators owned all the assets. They controlled the RF spectrum that
transmitted the data, as well as the data itself. Figure 2 showcases how the traditional radio access
network (RAN) operated in 3G and 4G. It consists of the baseband unit, remote radio heads, radio,
and antennas.

Figure 2: Traditional mobile network in which the operator owned all assets.

Such legacy architectures have been in operation for two decades, however, so they are not suited for
5G. They cannot meet the current and emerging dynamic, application-driven use cases, just as mobile
devices from that period are incapable of operating in a 5G world.

5G network designs (figure 3) utilize a distributed unit (DU) and centralized unit (CU) in the RAN.

The CU supports higher layer protocols, such as Service Data Adaptation Protocol (SDAP), Packet Data
Convergence Protocol (PDCP), and Radio Resource Control (RRC). Lower layer protocols are handled by
the DU. These include Radio Link Control (RLC), Medium Access Control (MAC), and Physical layers..
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Figure 3: 5G networks split the distributed unit and centralized unit.

Splitting the CU and DU helps 5G meet its three main use cases — enhanced Mobile Broadband (eMBB),
Ultra Reliable Low Latency Connection (URLLC), and massive Machine Type Connection (mMTC) —

to fulfill its performance specifications. It aids in network scalability and simplifies coordination of
performance features, load management, and real-time performance optimization. Splitting the CU
and DU also aids in ensuring 5G networks are cost efficient.
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The data explosion that is being created by 5G has also influenced the near meteoric rise of hyperscale
infrastructure. Managed by global companies such as Google, Microsoft, Amazon, and IBM, these

data centers are classified by more than massive amounts of servers and square footage. Network
speed and agility are also imperative. A recent noted that 93% of hyperscalers expect network
connections of 40 Gbps or faster. Respondents also stated that networks must also meet the challenges
of increased data storage.

Hyperscale data centers have distinctly different design and management issues to support the
enormous data, storage, and scalability of today’s use cases. For example, hyperscalers rely on much
more than vast amounts of servers to satisfy need. Hyperscale data centers are also leveraging
automation, software-defined infrastructure, and machine learning to optimize operation.
Hyperscalers have quickly adopted Multi-access Edge Computing (MEC) solutions that push compute
functions, which traditionally have been conducted in the data center, to the network edge. By doing
so, hyperscalers can best meet the demand for continued emergence of high-speed and data-intensive
use cases, especially those that are mission-critical.

MEC reduces round-trip latency by processing and storing data at the network edge. Latency-tolerant
workload tasks, as well as similar bulk or batch processes, reside in the centralized cloud. Edge
computing provides a number of benefits:

¢ Network load is reduced

¢ Data transmission to the user is improved

Enhanced network scalability

Faster processing

Bandwidth on existing network is preserved

Improved security and privacy

More than reduced latency is achieved by bringing the network closer to the end user. It also
optimizes routing to ensure the shortest path between the user or device and the edge compute
environment is used. Additionally, the distance between the device making the request and the
servers responding to it is optimized through MEC.
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There are two types of MEC:

Public MEC - All compute and storage resources are at the edge of a public wireless network provided
by a mobile operator. It establishes an IT service environment and cloud-computing capabilities at the
network edge for the larger general population.

Private MEC - Has similar compute and storage resources as the public option but is co-located with
a dedicated onsite 5G RAN (aka private 5G). Combining the RAN, compute, storage and devices
onpremises supports ultra-critical and latency-sensitive applications. Security is also enhanced using a
private MEC.

To ensure edge performance, mobile operators must conduct Precision Time Protocol (PTP) and optical
time-domain reflectometer (OTDR) measurements. An OTDR is an optoelectronic instrument used

to characterize an optical fiber. PTP is a protocol used to synchronize clocks throughout a computer
network and is defined in IEEE 1588 as Precision Clock Synchronization for Networked Measurements
and Control Systems. A test solution, such as the Anritsu Network Master™ Pro MT1000A, can
conduct time error PTP wander measurements. PTP wander is a key index expressing long-term time
synchronization stability to ensure network quality meets the specifications for emerging use cases.

Figure 4 shows how to measure PTP protocol and time error in a network. The MT1000A conducts
time error measurements to ensure packet latency asymmetry and variation.

Figure 4: Using the MT1000A to conduct PTP protocol and time error.
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Legacy RANs were designed using only 3GPP standards as the blueprint. Mobile operators
integrated RAN equipment with various network elements from designated vendors into their
networks. Further constricting flexible network design was that equipment vendors optimized
performance by combining and tuning multiple elements themselves. Such a business model limited
the ability for mobile operators to configure and procure RAN equipment from multiple vendors.

A similar “closed” design approach is not preferred with 5G, as wider coverage and more services
need to be offered to customers economically. The result is a paradigm shift whereby hyperscalers,
mobile operators and others in the industry are developing open specifications supplementing the
3GPP standards.

Open system designs are truly necessary as the networks are being built on hyperscaler clouds and
utilized by operators and third parties with private 5G networks. While the quest is to create a much
freer environment in which multiple vendors can be used and networks become more flexible to
meet ever-changing conditions, there still must be structure. The O-RAN ALLIANCE, of which Anritsu
is a member, is the stabilizing influence in this new open world.

The open architecture established by the O-RAN ALLIANCE (figure 5) has two sides. The radio

element includes Near-RT RIC, O-CU-CP, O-CU-UP, O-DU, and O-RU. On the management side is the
Service Management and Orchestration Framework that contains a Non-RT-RIC function.

Figure 5: Overview of the O-RAN architecture.

Creating an open environment will do more than bring greater competition for cost efficiencies. It
will help create flexibility, so networks can move to the edge and be spliced for specific use cases
and customers.
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5G network slicing is a network architecture that enables the multiplexing of virtualized and
independent logical networks on the same physical network infrastructure. Each network slice is
an isolated end-to-end network tailored to fulfil diverse requirements requested by a particular
application.

The evolving mobile network integrates network slicing, to help operators optimize return on
investment (ROI) on their massive 5G expenditures. Framework for network slicing was a major
addition to the 5G Standalone (SA) standards. The architecture allows multiple virtual private
networks to be overlaid on a shared network. By doing so, network slicing enables operators to
spread dedicated network access across more private network verticals to create new revenue streams.

Slices can be allocated based on specific application, use case, or customer. Operators must establish
Service Level Agreements (SLAs) when allocating network slices to truly optimize the business
opportunity. SLAs specify requirements of the traffic class, enterprise customer, mission critical
application, and/or KPIs that are agreed to by both parties.

Mobile operators must manage all SLAs, adding a new challenge than they historically had to consider.
Because each network slice has specific specifications and requirements, quality of service (QoS),
security, and allocation of dynamic resources also must be monitored and managed independently.
For these reasons, on-going end-to-end testing of the network takes on greater importance with 5G
networks.

The Anritsu Radio Communication Test Station MT8000A is able to simulate the base station and the

core network to enable testing of device connectivity on network slices in terms of device integration
tasks, including provisioning and slice selection.
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Often synonymous with edge cloud computing, cloud infrastructure is its own standalone technology
to aid in 5G. Cloud environments can bring considerable applicable-ready data to the edge but they can
also bring benefits to the network core. In either scenario, cloud infrastructure provides several benefits

to mobile operators and hyperscalers, including:
¢ Lower infrastructure costs due to shared resources
¢ Easy to scale network
¢ Applications can be deployed faster and easily

¢ More efficient management and operations

Three common cloud deployments exist:

Telco Cloud Deployment (figure 6) — A traditional mobile operator owns the edge cloud and core cloud
while the hyperscaler owns the data cloud.

Edge Core Data
cloud cloud cloud

Figure 6: Traditional telco cloud deployment

9 The Evolving Hyperscaler/Cloud-based Telecom Networks www.anritsu.com



Hyperscale Hosted (figure 7) — In this scenario, the data gets closer to the edge, as the hyperscalers
own the core and data assets. The software remains with the mobile operators but the hardware is
owned by the hyperscalers.

Edge Core Data
cloud cloud cloud

Figure 7: Example of a hyperscale hosted cloud environment.

Hyperscale Hosted Private Network (figure 8) — The hyperscalers add DU and CU functions, leaving only
the RAN with the private network operator or enterprise.

Edge Core Data
cloud cloud cloud

Figure 8: A hyperscale hosted private network.
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Cloud services provided by hyperscalers come in many different flavors. The combinations are based on
capability, deployment, and required resources.

Capabilities — CPU resources are within the data center and containers and virtual machines execute the
code. As it relates to storage, the memory resources area is within the data center. Database creation
and management, and data storage/retrieval/analytics are provided by the hyperscaler. The network
backbone links data centers and can be extended into customer premises and local access, as necessary.

Deployment — A public cloud has shared resources for storage and computing. Those resources are
allocated dynamically and users don’t control their location. In a private cloud, storage and computing
have dedicated resources. Hardware is usually reserved for the user, as well. All resources are usually
allocated on a fixed basis with specific location and resources reserved for use.

Resource Location — Shared storage and computing are typically located in a central data center

with shared hardware and infrastructure. Resources are usually at a specific location within exclusive
infrastructure for edge locations. Resources located on customer premises are connected to hyperscaler
infrastructure and typically managed by a hyperscaler. The latter is normally associated with a private
cloud.

As the networks become more open, testing must evolve. There is a greater need to conduct end-toend
testing to measure KPIs, such as throughput and latency. Regular and accurate testing can also help
achieve lower total cost of ownership (TCO).

As we have noted, latency is a key test for 5G networks. When conducting URLLC measurements, it is
important to remember there are two types of latency. Round trip latency is the time it takes for data to
travel from the terminal back to the server. One-way latency is the time necessary for data to travel from
the terminal to the server.

Round trip latency can be measured using the PC-based ping technique. It is a lower cost alternative

but has difficulty accurately measuring high-accuracy latency and packet jitter, due to its 1-ms to 100-us
order accuracy. Ping is also not true measurement of latency, especially under load as it measures using
Internet Control Message Protocol (ICMP), which exercises the network layer as opposed to the transport
layer. The MT1000A, we can use UDP or TCP packets which are at the transport layer.

Therefore, a better approach is to use a dedicated test instrument, such as the MT1000A with a reflector
application (figure 9). With such a solution, round trip latency is measured by starting the reflector
application in the far-end MT1000A. The primary MT1000A can start the far-end secondary MT1000A
using an in-band control function. Consequently, round trip latency can be accurately measured without
controlling the far-end secondary MT1000A.
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Figure 9: Example of measuring round trip latency using two optical test solutions.

The MT1000A also helps conduct key one-way latency tests through various MEC implementations that
are critical for applications that require URLLC. Figure 10 shows how the MT1000A can synchronize the
time between the three units using GPS receivers. Using this configuration, it is possible to measure

the one-way latency between segments in different buildings or countries. Moreover, if an inside
measurement must be made but GPS time synchronization cannot be obtained, latency can be measured
in a holdover state by acquiring GPS synchronization in advance.

Figure 10: Example of a one-way latency measurement on a MEC.

Because of the open environments, interoperability testing has gained greater importance. Tests need
to be made on Small Form Factor Pluggable (SFP) interconnects, as well as transport measurements.
Connectivity measurements such as these made with an integrated BERT-based solution, including the
Anritsu Signal Quality Analyzer-R MP1900A and BERTWave™ MP2110A, are necessary to ensure the data
center infrastructure can meet network demands.
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Various technologies, open architectures, and cloud environments are changing network designs

to meet the explosion in data being created by 5G and beyond. To optimize this new era of
networking, mobile operators, hyperscalers, and other providers must implement advanced testing
processes. It goes beyond individual instruments, as partnering with a test provider active in global
standards organizations and who develops solutions at every stage of the ecosystem is necessary for
optimal ROL.
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