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Abstract

Smart cities have brought significant improvements in quality of life and ser-
vices to citizens and urban environments. They are fully enabled to control the
physical objects in real time and provide intelligent information to citizens in
terms of transport, healthcare, smart buildings, public safety, smart parking,
and traffic system and smart agriculture, and so on. The applications of smart
cities are able to collect sensitive information. However, various security and
privacy issues may arise at different levels of the architecture. Therefore, it is
important to be aware of these security and privacy issues while designing and
implementing the applications. This paper highlights main applications of smart
cities and addresses the major privacy and security issues in the architecture
of the smart cities' applications. It also reviews some of the current solutions
regarding the security and privacy of information-centric smart cities' applica-
tions and presents future research challenges that still need to be considered for
performance improvement.

1 INTRODUCTION

In recent decades, the population of urban areas is rapidly increasing. Based on a report from the United Nations Popu-
lation Fund, more than 50% of population in the world inhabit urban environments.1 The concept of “smart city”2 has
attracted too much attention by both academia and industry due to its strong requirements and practical background in
an urbanized environment. Several cities have begun to develop their own strategies toward the concept of smart cities to
enhance the quality of life and provide better services to citizens.

Many countries with growing population are spending a vast amount of money on smart cities-related projects. For
example, China is working on more than 200 projects toward smart cities paradigm.3 Smart cities-related technologies are
enabling the urban municipals to manage their everyday operations to make people's life easier. Smart cities' infrastructure
includes many devices and interconnected systems to benefit people in a variety of applications such as smart healthcare,
smart transportation, smart parking, smart traffic system, smart agriculture, and smart homes to just name a few.

Information-centric networking (ICN) is a networking paradigm, which is able to maintain packet delivery in unreliable
environments. Therefore, ICN can be considered as an alternative for the IP-based networks in smart cities.4

The integration of various low-cost smart devices such as sensors and actuators, and the rapid development of wire-
less communication technologies enabling small and low-cost objects to connect to the internet has resulted in the rise
in the deployment of Internet of Things (IoT) where physical objects are changing to smart objects in everyday life.
Besides IP-based approaches such as the one presented in the work of Sheng et al,5 ICN solutions can be applied to
develop the emergence of IoT and its related applications. Information-centric networking is characterized as a concept
to name content and locate information at the center of the architecture6 rather than depending on the IP host identifiers.
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The principal idea is to completely change the internet to a more generic and simpler architecture.7 ICN can support
various IoT scenarios and overcome their current limitations by utilizing its advantages to deploy various applications in
heterogeneous environments such as smart homes and smart cities.8 It can also be used as a framework to connect differ-
ent objects with sensing capabilities to provide multiple services in the IoT environments. Moreover, the use of ICN can
reduce the energy consumption in the IoT era.9

Cities are being smart and this may cause people to face huge security and privacy risks.10 This is because of the nature
of resource-constrained devices, which makes the smart city vulnerable to different security attacks.11 These vulnerabil-
ities may cause several cyberattacks in smart cities. For instance, malicious attackers may produce false data during the
manipulation of sensing data, which results in the loss of control over the highly intelligent systems.10 In 2015, 230 000
people in Ukraine suffered a major breakdown of electricity due to the attack of hackers to the smart grid (SG), which hap-
pened to the people in the form of denial-of-service (DoS) attack.1 Many resource-constrained devices such sensors and
cameras, which are collecting and sharing sensitive data in smart cities, can also be vulnerable to attacks by the malicious
hackers threatening the security and privacy of people in smart cities. Due to these cyberattacks, home area information
that is collected and controlled through smart homes can provide a way to reveal people's lifestyle in terms of privacy and
even result in economic loss.10

According to a report, the market of smart cities is expected to gradually increase to $1.5 trillion by 2020.12 Actually,
governments are responsible to attract large investments to fulfill the vision of smart cities.13 This huge improvement
includes deployment of thousands of sensor nodes in the city to provide real-time information to people about different
services such as public transportation, traffic flows, the quality of water and air, and the energy consumption rate, to just
name a few.14 However, processing and analyzing the vast amount of sensitive data generate a number of security and
privacy challenges and concerns regarding how to protect the sensitive data in the presence of unauthorized parties.10,15

In the IoT era and smart cities, cloud computing can provide cost-effective services for data processing and storage.
However, there are some issues in cloud-based IoT applications such as lack of mobility support, location awareness,
latency, and security, which can be resolved by fog computing paradigm.16,17 Fog computing addresses these challenges
by providing computing services to the users at the edge of the network, which, in turn, reduces latency and enhances the
quality of service.18 However, security and privacy are challenging issues in fog computing due to the differences in fog
computing and cloud computing which make the security solutions for cloud services not suitable for fog computing ser-
vices available to the users. Various cryptographic techniques can deal with security attacks. However, these techniques
are not appropriate for resource-constraint IoT devices in smart cities. One solution in this regard can be offloading addi-
tional operations related to security to a fog-based node, which can enable security and data analysis directly at the edge
of the network.19 In addition, in publish and subscribe systems, which spread data from publisher to subscriber, publica-
tion is disseminated using a set of brokers, which can collect sensitive information of the users. In this regard, the system
must ensure confidentiality of the publications and subscriptions while brokers are trying to have access to publications'
tags and interests of subscribers.20

According to a definition by IBM, the concept of smart city is based on three main characteristics called “instrumented,”
“interconnected,” and “intelligent,”21 which are shown in Figure 1.

Instrumented: This characteristic means a city, which is covered with a group of devices such as sensors and actuators.
Therefore, the core systems of the cities have access to reliable and real-time information using these devices.

Interconnected: It means that smart city has a huge set of systems that are cooperating to provide information from
various locations and sources. It is then possible to create a link from the physical world to the real world by using an
accurate combination of interconnected and instrumented systems.

Intelligent: It refers to an instrumented and interconnected environment that utilizes the information obtained from
various systems and devices such as sensors to improve the quality of life of the citizens.

FIGURE 1 Main characteristics of smart cities
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1.1 Comparison to similar surveys
In spite of the aforementioned benefits of smart cities, several security and privacy concerns are arising due to the large
number of wirelessly connected sensors and cameras which are collecting and sending data to base stations and other
internet devices used to process data. All these devices are generating sensitive data over different networks. Data is the
most precious asset of people in today's smart world. All data is handled by software and hardware that have some security
and privacy issues such as the vulnerabilities in infrastructures, and cyberattacks (eg, DoS attacks). Due to these security
issues, the performance of highly innovative systems can degrade in the form of services. It is important to overcome these
security challenges to make the future of the highly advanced system more secure and beneficial for the users.22

There are several published survey papers related to the security and privacy of IoT and smart cities. For example, in
the work of Zhang et al,10 security and privacy in smart cities' promising applications were investigated. The authors
also discussed several security and privacy challenges in these applications. In the work of Gharaibeh et al,23 the authors
identified the techniques used for data security and privacy and discussed the technologies that make smart cities a reality.
The study in the work of Eckhoff and Wagner24 discussed different privacy types, attackers, and the required sources
for the attacks in smart cities. The authors also reviewed the current privacy-improving techniques and various types
of citizens' privacy in smart cities. Similarly, the main research challenges and the current security solutions in the IoT
environments were presented in the work of Sicari et al.25

Our contributions in this study relative to the recent literature can be summarized as follows.

• This paper highlights main applications of smart cities and addresses the major privacy and security issues in the
architecture of the smart cities' applications.

• We provide a number of solutions to deal with critical threats regarding the security and privacy in smart environments.
• We also propose a secure IoT architecture for the smart cities.
• Security and privacy techniques dealing with the process of developing secure systems are also discussed in the

manuscript.
• Finally, we provide some open research issues and challenges that should be taken into account regarding the

improvements of the smart cities in terms of security and privacy.

The remainder of this article is organized as follows. Section 2 presents an IoT-based architecture that focuses on the
security and privacy issues in smart cities. Some typical applications of smart cities are outlined in Section 3. Sections 4
and 5 discuss a number of security and privacy issues and solutions in smart cities' environment, respectively. The gen-
eral requirements regarding the security and privacy challenges for smart cities' services are presented in Section 6.
Section 7 proposes a secure IoT-based architecture for smart cities. Section 8 discusses some open research issues and pro-
vides future research directions. Finally, Section 9 concludes this paper. A list of abbreviations together with their brief
definitions used throughout the paper is provided in Table 1 to help the readers in understanding the abbreviated terms.

2 ARCHITECTURE OF SMART CITIES

In this section, we provide an IoT-based architecture that emphasizes on the security and privacy issues in smart cities.
This architecture is built upon the architecture proposed in26 and is shown in Figure 2. A brief discussion of each layer of
the architecture is provided in the following sections.

2.1 Physical layer
Physical layer is also known as perception layer or lower layer of the architecture. This layer contains heterogeneous
devices (eg, sensors and actuators) that collect information and send it to the upper layer of the architecture called network
layer for further processing.

2.2 Network layer
Network layer is also known as communication layer, which is the core layer of the IoT-based architecture. This layer is
dependent on basic networks such as wireless sensor networks (WSNs) and the internet, and communication networks.
The main responsibility of the network layer is to transmit the collected data by the physical layer and to connect together
various devices of the network such as servers and smart things.
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TABLE 1 List of abbreviations Abbreviated Name
6LoWPAN IPv6 over low-power wireless personal area networks
AA Availability attack
AI Artificial intelligence
AS Autonomous system
AV Autonomous vehicle
BLE Bluetooth low energy
BN Black network
BS Base station
CA Content analysis
CCTV Closed-circuit television
CoAP Constrained application protocol
CS Crowed sensing
DDoS Distributed denial of service
DoS Denial of service
EVC Electronic vehicles charging
FI False information
GPS Global positioning system
HAI Home area information
HE Homomorphic encryption
HetNet Heterogeneous network
HTTP Hypertext transfer protocol
ICN Information-centric network
ICT Information and communication technology
IDS Intrusion detection system
IHS Intelligent healthcare system
IoT Internet of Things
IS Identity spoofing
ITS Intelligent transport system
KMS Key management system
LTE Long-Term Evolution
MCS Mobile crowd sensing
ML Machine learning
M2M Machine to machine
MM Message modification
MQTT Message queuing telemetry transport
P2P Peer to peer
PPBS Privacy-preserving biometric scheme
PPDM Privacy-preserving data mining
QoS Quality of service
RFID Radio frequency identification
SDN Software-defined networking
SG Smart grid
SSL Secure sockets layer
TA Traffic analysis
TTP Trusted third party
UAV Unmanned aerial vehicle
UDP User datagram protocol
UN United Nations
UR Unified registry
VoIP Voice over IP
WSN Wireless sensor network

2.3 Database layer
Database layer is also known as support layer and it operates closely with the upper layers of the architecture. It consists
of database servers and intelligent computing systems. The main responsibility of this layer is to provide support for
application requirements through intelligent computing approaches such as cloud/edge computing.
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FIGURE 2 An overview of the Internet of Things–based
architecture for smart cities

2.4 Virtualization layer
This layer provides a mechanism called virtual network to integrate hardware/software and network functionality into
a single software-based entity that is configured logically. A network virtualization27 may need platform virtualization
together with resource virtualization to be successful. This is obtained using the virtualization layer.

2.5 Data analytics and mining layer
In data analytics and mining layer, raw data is converted into valuable information, which can help improve the efficiency
of the network and predict the future events such as failure in the system. This layer employs various data mining and
data analytics techniques such as machine learning (ML) algorithms to analyze the data.

2.6 Application layer
This is the top layer of the secure IoT-based architecture and is responsible to provide intelligent and smart applica-
tions and services to the users based on their individual requirements. Some typical ones of these applications are briefly
described in the following section.

3 APPLICATIONS OF SMART CITIES

Various applications of smart cities have been emerged to monitor the physical world. These applications are able to sense
and collect information through thousands of smart devices (eg, sensors) via internet to make people's lives much easier
and effective in different aspects like environment, energy, transportation, safety, healthcare, parking, and traffic systems.
In the following sections, we describe some typical ones on these applications.
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3.1 Smart grid
Smart grid is the next generation of the electric grid and has been often used to refer to applications of power grid such
as the peer-to-peer (energy trading.28 Smart grid is a data communication network, which provides a smart approach
to integrate conventional power generation, energy storage, transmission and distribution, and demand management
to enhance reliability and provide higher operational efficiency and better power quality.29 Smart grid is an intelligent
monitoring system that control the electricity flowing via the grid system. This uses devices that have the capability of
bidirectional communication to measure and sense production and consumption of electricity. It then sends the informa-
tion to the operators and users and automated devices for monitoring and making decision regarding any changes in the
condition of the electricity grid.30

3.2 Smart transportation
The aim of smart or intelligent transportation is to provide a smarter use of transport system such as the infrastructure for
electronic vehicles charging.31,32 Smart transportation consists of intelligent networks that can serve people by improving
safety, reliability, and speed.33 By using smart applications such as transport-oriented smartphones, people can easily
search the fastest and the most economic routes, schedule their visits, and easily find the location of buses and trains.
Smart transportation also facilitates car-parking searching and license recognition systems.34

3.3 Smart environment
Smart environment can have significant contribution toward the building of sustainable societies for smart cities. By using
technical management devices, smart cities are able to monitor air quality, traffic congestion, and energy consumption,
and to enhance waste and pollution efficiency.35 Moreover, smart environment can monitor greenhouse gases, forest
condition, city noise, etc, to entail the sustainable and intelligent development. It may also be possible to forecast and
discover disasters in the future by using environmental WSNs.36

3.4 Smart living
Smart living provides intelligent management of different home appliances to enhance energy efficiency and provide
convenient home.37 It can also support remote monitoring of home appliances, energy savings, education, and entertain-
ment. In addition, the applications of smart living can also manage the process of waste recycling and parking to provide
a smart building with convenient life and great experience and sustainable energy and environments for the residents.10

3.5 Smart health
In smart cities, the concept of smart health is to provide the health services by using networks and sensing infrastruc-
tures of smart cities.38 Intelligent healthcare system (IHS) provides health monitoring and proper diagnosis to the people
in smart cities.39 The health conditions of the people can be timely monitored by using medical sensors and wearable
devices.40 The health data can then be forwarded to the processing unit for further diagnosis of the doctors. Moreover, the
complete health-related information of the patients can easily be accessed through a database, which, in turn, increases
the possibility of diagnosing infectious or chronic illnesses in the early stage.10

3.6 Smart energy
In smart cities, sensor nodes are widely deployed to monitor energy generation and consumption. In this regard, smart
energy41 leveraging SG and electronic vehicles charging can reduce the energy consumption and stop the failure of the
electricity supply in power grid and individual energy usage.10

4 SECURITY AND PRIVACY ISSUES IN SMART CITIES' APPLICATIONS

Recently, significant problems have been occurred in various application scenarios. For instance, in SGs, the smart meter-
ing infrastructure can control the private lives of the citizens such as their working hours in smart cities.42 Furthermore,
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in smart homes and healthcare context, service providers and device manufacturers can have access to sensitive
information of the users.43 Moreover, smart mobility applications can collect huge amount of information related to
trajectory of a user, which can be used to predict the mobility pattern and location of the user.44 In addition to these prob-
lems, security and privacy have become a major challenge in smart cities-related applications since cities are focusing to
become smarter. In recent decades, several security and privacy issues have been found in various smart cities–related
applications.1 In the following sections, we list and briefly discuss some majors ones of these security issues.

4.1 Cyber security
Cyberattacks compromise security of smart cities' applications and are mainly of two types: active attack and passive
attack. The aim of passive attack is to learn and use different information of the system without any changes in resources
of the system. The main target of this attack is “transmitted information” for the purpose of learning the configuration
and behavior of the system and its architecture. It is hard to detect these attacks because the data is not modified. That
is why it is better to focus more on the prevention of such attacks. On the other hand, the active attacks are scheduled to
produce an effect or change in the operation of the system using data modification or adding incorrect data into the system.
Sabotage, manipulation, and espionage are the main reasons behind cyberattacks.45 The main cyberattacks, which may
occur in various smart cities' application, are briefly described in this section as follows.46

Denial of service: Denial of service can also be called “availability attack.” The main purpose of DoS attack is to suspend
the communication of the system. To do so, attacker can disable the physical components access through the excessive
messages on the communication network, which prevents the normal operation of the system. The DoS attacks are a type
of attacks, which can destroy the availability of the targeted system in smart cities. This type of attacks can be classified
into network layer and application layer DoS attacks.47 Network layer DoS attacks are performed at the network layer
and they try to overwhelm the resources of the network of the targeted system with bandwidth consuming attacks such
as user datagram protocol flooding attacks. The application layer DoS attacks, on the other hand, utilizes the special
characteristics of the application layer protocols such as hypertext transfer protocol and voice over IP to affect on the
resources.48 In smart cities, the impacts of both types of DoS attacks on any system that provides centralized monitoring
in these areas can be extremely bad since the unavailability of the system would result in total chaos in the cities.49

Malware: This is a malicious software that can gain illegal access to the system. It can also use internal weaknesses of
the system aiming to steal, change, and ruin physical system components and related information. For example, smart
cities may contain several closed-circuit television cameras controlled either privately or by public authorities. The secu-
rity of these cameras is a challenging task as some of them lack encryption algorithms and others are vulnerable to attack
by malware.50 Accessing a camera can provide a way to view individual's homes or use a bank camera to control and view
the digits being pressed by the users.

Eavesdropping: This is an instance of a passive attack, which is defined as an illegal listening to a communication
without the permission of the communication's parties. Eavesdropping is a dangerous attack in smart cities that results
in break down the confidentiality and integrity of the network and can lead to personal and financial failures.51 It can be
used to spy on communication channels to capture the behavior of the network traffic and obtain the network map.

Masquerading: It is also known as “impersonation” or “identity spoofing.” In masquerading, the attacker tries to steal
information by pretending to be a legal device or entity. For example, in intelligent transport system (ITS) as an application
of smart cities, masquerading can provide unauthorized access to restricted information, which may ruin the integrity of
the network. It may also result is loss, corruption, and manipulation of information in ITS.52

False information (FI): Attackers transmit erroneous amount of FI in the network, which might affect the behavior
of other drivers. It can be both intentional and unintentional. Introducing FI on the systems in smart cities may result in
delays and unnecessary congestions as people act based on the FI provided to them.

Message modification: In this attack, the message is modified to make an unexpected behavior happens in the system.
Message modification may also include reordering a stream of message and/or message delay. Similar to FI, message
modification can cause unnecessary congestions and delays in the systems and threaten data integrity. As a result, threat
to data integrity may harm people and infrastructures of smart cities.53

Traffic analysis (TA): Traffic analysis is similar to eavesdropping but here, rather than content analysis, attackers
monitor the traffic pattern and obtain useful information from it. Combining TA with eavesdropping may damage privacy.
In addition, obtaining illegal information from TA attacks can harm confidentiality of information in smart cities.

Summary of the cybersecurity attacks, which may occur in smart cities, is presented in Figure 3.
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FIGURE 3 Summary of the cybersecurity attacks in smart cities

4.2 Botnet activities in IoT-based smart cities
Botnets are one of the latest issues which have recently posed serious risks to IoT-based systems. An example of such
botnets would be Mirai botnet, which modifies or destroys information on various devices such as routers, webcams, IP
cameras, and printers and send the infection to various IoT devices. This may finally result in a distributed DoS attack
against the target servers.54 The IoT devices are usually designed with almost no security compared to other smart devices
such as smart phones and computers. This danger was not recognized until 2016; therefore, more research is required
to overcome this threat in the future. Otherwise, this attack will damage the IoT ecosystem.55 An approach to prevent
such attacks was presented in the work of Ghafir et al.56 The authors proposed an approach called BotDet for botnet
command and control traffic detection to protect critical systems against malware attacks. They developed four detection
modules to discover various techniques utilized in botnet command/control communications and designed a system for
alert correlation according to the voting between the detection modules. The results reveal the capability of real-time
detection in the approach and show that the proposed system balances the false- and true-positive rates with more that
13% and 82%, respectively.

4.3 Threats of unmanned autonomous vehicles in smart cities
Driverless cars or autonomous vehicles are a type of car that drive itself without the human involvement using var-
ious in-vehicle technologies and devices such as sensors, global positioning system and antilock braking system, etc.
Autonomous vehicles have gained too much attention toward the building of a smarter society with the goal of reducing
the ratio of traffic accidents. Despite all the benefits of this growing application, there are major security and privacy risks
once it is hacked, because it will then threaten data privacy and life safety of the citizens in smart cities.57 Particularly,
hackers can use the security bugs to control the vehicle to shut down the engine or apply the brakes in various situations.
Moreover, the huge amount of personal data obtained from the computer system of an autonomous vehicle may cause
crucial security and privacy issues.

4.4 Privacy leakage
Attackers can collect, transmit, and process private information such as health conditions, identity and location of the
users in transportation context, and lifestyle derived from the intelligent surveillance systems. This, in turn, makes
the smart cities vulnerable to privacy leakage. To overcome this issue, a number of security and privacy solutions
(eg, anonymity, access control, and encryption) can be employed to save sensitive information in smart cities against the
attacks of hackers.58,59 However, most of the existing security and privacy techniques are designed only against outside
attackers and do not consider the role of potential inside attackers.59 For example, a smart building may use a surveil-
lance camera to discover robbery or unusual activities. Attackers from inside the building (eg, employees or those who
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have access the surveillance records) may steal private data or provide a gap for attackers outside the building. Therefore,
it is a challenging task to develop a security and privacy mechanism in smart cities to have a balance between privacy and
efficiency.

5 SECURITY AND PRIVACY SOLUTIONS FOR SMART CITIES'
ENVIRONMENT

In this section, a number of security and privacy solutions are introduced which are utilized to deal with critical threats
regarding the security and privacy in smart environments.

5.1 Blockchain
Blockchain is a peer-to-peer distributed, centralized, and public decentralized technique that is used to store transac-
tions, sales, agreements, and contracts across many computers.11 Blockchain is basically a chain of blocks, where digital
information is stored in a public database. It is specially developed for cryptocurrency such as bitcoin and litecoin.
Blockchain technology has gained more attraction in recent years. The comprehensive survey in the work of Christidis
and Devetsikiotis60 verified the reliability of utilizing this technology in IoT environments and reveals its significance
in the developing IoT ecosystems. The main reason behind the success and importance of blockchain technology in IoT
applications is its decentralized feature, which enables various applications to work in a distributed manner. For instance,
in the work of Biswas and Muthukkumarasamy,11 the authors proposed a security framework based on the blockchain
technology that can secure the communication of different devices in smart cities and enhance the effectiveness and reli-
ability of the system. Moreover, a new security framework is developed by the integration of blockchain technology into
a smart home to improve integrity, confidentiality, and availability.61 Similarly, security and privacy issues in vehicular
communications were addressed using blockchain technology in the work of Lei et al.62 In the work of Zyskind et al,63 the
authors proposed a personal data management system that integrates blockchain technology with off-blockchain storage
solution so that the users are aware of the collected data by the providers. Fu et al64 proposed an auditing system based on
blockchain for shared data in cloud-based applications. They presented an approach where a number of entities should
collaborate to get back the identity of a malicious user. Based on the proposed blockchain-based architecture, data changes
can be traced and correct data blocks can be recovered when the data are damaged. In addition, various design require-
ments of solutions based on blockchain technology for data origin tracking were discussed in the work of Neisse et al.65

The authors presented the assessment of their implementation results to provide a complete overview of various specified
approaches. In the work of Laurent et al,66 a blockchain-based access control was presented that allows owners of data
to specify access rights for the data sources on remote servers and change the privileges when required. This approach
provides an authenticated access control managed by blockchain technology that ensures the preservation of users' pri-
vacy. Furthermore, blockchain technology can provide robust solutions and secure smart cities from cyberattacks. For
example, blockchain-based digital smart ID can be assigned to everyone and everything to provide authentication and
authorization for people and connected devices within smart cities' network.

5.2 Cryptography
Algorithms utilizing cryptography techniques are the backbone of the security and privacy protection in information-
centric smart cities' applications since they prevent the access of unauthorized parties during the data storing, transmitting
and processing. The existing cryptographic tools utilized in smart cities' applications are discussed in this section. Tradi-
tional encryption algorithms and standards are not fully appropriate for resource-constrained smart devices due to the
energy consumption and computational complexity.67 Therefore, it is a basic requirement to use lightweight encryption
for utilizing cryptographic algorithms in practice. For instance, in the work of Mahmood et al,68 the authors proposed a
mechanism for IoT-based scenarios that can secure end-to-end communications of the users from distributed DoS attacks.
Moreover, a lightweight authentication protocol was developed in the work of Li et al69 to secure smart cities' applica-
tions by using a public key encryption strategy. In addition, homomorphic encryption has recently attracted too much
attention due to its strength and capability on computations of encrypted data. For instance, homomorphic encryption
can be utilized for the protection of electricity consumption in SG systems70 and for solving security and privacy issues
in cloud computing.71 It can also be used to protect security and privacy in healthcare monitoring systems.72 Moreover,
cryptography approaches can be considered as one of the most convenient and effective techniques to provide security for
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cloud-based data as they significantly improve the security and privacy of data particularly in public cloud environment.73

In addition, cryptographic techniques support well-known privacy preservation algorithms and are able to offer very pre-
cise analysis results.73 However, it may also be possible to attack cryptographic algorithms with the help of simple power
analysis. Attackers may control and change the data by intentionally injecting errors trying to have an effect on the per-
formance of the device.74 Therefore, it is important to carefully conduct research in cryptographic algorithms to ensure
the security and privacy of the data. In addition, cryptography can be used to solve the problem of privacy leakage caused
by public access policy.75 For example, Cui et al76 proposed a scheme to consider a tradeoff between decryption possibility
and the policy privacy in which the attribute information in the policy is divided into two parts, ie, value and name. In the
proposed method, the value attribute is hided in the access policy instead of concealing the whole attribute. Therefore, it
can protect the policy privacy reasonably.

5.3 Biometrics
Biometrics are broadly used for authentication in IoT-based infrastructures. This technology widely depends on human
behavior and automatically recognizes a person through bio-data obtained from faces, fingerprints, handwritten signa-
tures, voices, etc. One of the most accurate methods, which can obtain high accuracy and efficiency, is brainwave-based
authentication.77 Similarly, a mutual authentication protocol was proposed in the work of Amin et al78 to keep safe the
private information of the users in storage devices. Please note that the risk of privacy leakage would increase if the
mentioned bio-based approaches are not used properly. For example, in the work of Natgunanathan et al,79 the authors
reported that it is required to develop privacy-preserving biometric schemes similar to the one presented in the work of
Wang et al.80 Moreover, they revealed that these biometrics have promising use-cases in the future in various applications
such as e-business. Biometrics can also be used to encrypt communication between an unmanned aerial vehicle (UAV)
and a base station. For example, the study in the work of Singandhupe et al81 proposed a safety mechanism with low-cost
resources based on biometrics for the UAV if an attack is detected. The authors showed that the proposed approach could
be applied to any UAV scenario where the cybersecurity attacks are an important issue.

5.4 Machine learning and data mining
Machine learning is a part of artificial intelligence with the goal of developing systems, which are able to learn from
past experience. According to the current situations, ML techniques can be used to enhance the efficiency of intrusion
detection systems in IoT environments.1 For example, the study in the work of Alsheikh et al82 showed the advantages
of using ML technologies to provide security in WSNs. Similarly, Luo et al83 developed a machine-based approach to
improve security of data sensing in WSNs. In addition, a novel model utilizing ML algorithms was developed in the work
of Aminato et al84 to discover attacks in Wi-Fi networks. There are also several studies that employed ML technologies to
strengthen defense-related strategies. For instance, in the work of Shamshirband et al,85 the authors developed a model
based on game theory and ML technologies to discover and prevent intrusions in WSNs. Moreover, the existing studies
on biometric security systems from the ML point of view was reviewed in the work of Biggio et al.86 In addition, there are
different ML techniques such as supervised learning and unsupervised leaning that can be applied to effectively detect the
presence of a botnet.87 However, there are still some issues such as real-time monitoring and adaptability to new attacks
that need to be solved regarding ML-based detection techniques.

Data mining is another technique that can be applied to handle security and privacy in smart cities environments.
Tsai et al88 showed that the huge amount of data collected by various sensors in smart cities are utilized to mine new
information and regulations which in turn provides better services to the users. However, using data mining techniques
may result in some security and privacy concerns regarding the disclosure of sensitive information of the users such as
their locations. In this regard, privacy-preserving data mining techniques can be applied to overcome this problem.89,90

5.5 Internet of Things regulations
Internet of Things includes a wide range of communication technologies such as machine-to-machine communication,
sensors, wireless communication, and radio frequency identification. However, the IoT industry is still not regulated. This
has resulted in broader security and privacy implications. The use of unsecured smart devices in various industries such as
military and health, and the fact that IoT devices can be easily hacked has created new attacks, which can happen at each
layer of the IoT protocol stack.91 While the IoT industry has been aware of the issues related to security and privacy, recent
cyberattacks on IoT devices such as the one presented in the work of Jerkins92 and other similar attacks had unintended
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Ref Blockchain Cryptography Biometrics ML
Zhang et al10 and Eckhoff and Wagner24 - X X -
Elmaghraby and Losavio59 and Dorri et al61 X - - -
Mahmood et al68 and Li et al69 - X - -
Natgunanathan et al79 and Wang et al80 - - X -
Gharaibeh et al23 X X - X
Alsheikh et al82 and Luo et al83 - - - X
Christidis and Devetsikiotis60 and Lei et al62 X - - -
Sicari et al25 - X X -
Aminanto et al84 and Shamshirband et al85 - - - X

ML = Machine Learning
X = Considered, − = Not considered.

TABLE 2 A summary of the
security and privacy solutions in
smart cities' environments

results of increasing the awareness93 regarding the needs of having strong security mechanisms and regulations for the
devices that are connected to the internet.

A Summary of the aforementioned solutions for smart cities' environments is presented in Table 2.

6 SECURITY AND PRIVACY REQUIREMENTS FOR SMART CITIES'
SERVICES

In this section, we briefly discuss security and privacy techniques dealing with the process of developing secure systems.

6.1 Privacy by design
This is a strategy trying to fix the security and privacy issues in information-centric smart cities.94 This strategy includes
some principles that should be taken into account while designing a new system.95 For example, there should be a proac-
tive privacy protection rather than a post reaction after happening the violations. Moreover, privacy should be considered
in the design of the system and available as the default setting. In addition, there should be protection for the whole life-
cycle of the data. Finally, the system should have transparency and visibility, and respect the user privacy. Several studies
utilized these principles in developing new privacy-friendly systems. For instance, the study in the work of Preuveneers
and Joosen96 utilized proactivity principle in the design of the solution for a remote health monitoring system. Moreover,
the study in the work of Kung et al97 applied the principle of visibility and transparency to ITSs.

6.2 Testing and verification
This is a crucial part of the design of a security- and privacy-friendly system to make sure that the implementation of
such systems achieves its security and privacy-related requirements. Privacy-related testing and verification should be
incorporated into the current testing processes as they are not basically different from other types of testing.24 The main
goal of these verification approaches is to find information leaks from different applications, for instance, by using black
box differential testing.98 The process of testing and verification must be applied in design of any new system architecture
in information-centric smart cities.

6.3 Privacy architecture
Privacy architecture is required to consider various protection approaches to ensure that there are no privacy leakages
in the system. For instance, the study in the work of Choi et al99 proposed an architecture relying on the trustworthy
remote data stores and a broker, which intercedes access to the users' data stores. In addition, the study in the work of
Layouni et al100 combined various cryptographic approaches to provide privacy in the system.

6.4 Data minimization
According to the work of Gürses et al,101 data minimization should be considered as one the most important parts of the
privacy by design strategy. In information-centric smart cities, this strategy can be utilized in various application such as
in electronic toll pricing system to analyze different architectural options.102 It can also be used in the analysis of big data
to obtain privacy-protection solutions.103 In smart cities, smart systems should be designed in a way to avoid recoding
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unrelated data. For example, cameras for ITSs can also record unrelated information or sensors in smart environments
may collect more data rather than needed. Therefore, data minimization techniques can be used to overcome such
challenges.

6.5 Secret sharing
This method allows distribution of secret information among different participants.24 It is usually divided into m shares
with each participant having one share. This method requires at least n shares to recover the secret. Therefore, it pro-
vides reliability and confidentiality in the system. In information-centric smart cities, secret sharing can be utilized for
distributed data storage,104 and for data aggregation from smart meters105 and sensor networks.106

6.6 System security and access control
In information-centric smart cities, security of the system and its subsystems is crucial for the purpose of privacy protec-
tion. For example, if there are vulnerabilities in the system, attackers can easily have access to smart devices and retrieve
the desired data which would be very dangerous for the privacy of users' sensitive data. Therefore, it is mandatory to
secure the system to avoid any attacks from the hackers. Access control restricts the access of data from unauthorized par-
ties. It would also help to minimize control of the system from the misuse of stored data. Access control is also important
for autonomous systems with a connection to the internet in which smart devices can be monitored remotely.107

6.7 Secure multiparty computation
It is a cryptographic approach that permits multiple parties to calculate the value of a public function, without showing
the private inputs of the parties and without depending on a trusted third party (TTP).24 In smart cities, this method can
be employed in the design of a healthcare system to analyze the results of genomic tests where it is required to keep the
test sequence and the patient's genome private.108

7 RECOMMENDED SECURE ARCHITECTURE

An IoT-based smart city architecture operates over heterogeneous networks (HetNets) and consists of millions of
resource-constrained devices. In Figure 4, basic components of an IoT-based smart city architecture are shown. These
components include black networks (BNs), trusted software-defined networking (SDN) controller named as TTP, unified
registry (UR), and key management system (KMS).109 These four components are responsible for secure communication
and authentication across HetNets and have different responsibilities in the architecture. Black networks are responsi-
ble for data privacy, integrity, confidentiality and authentication. Trusted third party is responsible for efficient routing
across IoT nodes, while UR is used for a database of various devices such as nodes, sensors, and gateways. Finally, KMS
is responsible for IoT networks.

FIGURE 4 An overview of the components of a secure Internet of
Things (IoT)–based smart cities architecture
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7.1 Black networks
Black networks are used to secure data that contains the meta-data, related to each packet in an IoT protocol.110 They
can secure data through various encryption methods which can be done viaGrain128a or AES in the EAX or OFB modes.
Black networks enable authentication and secure communication at both link layer and network layer.109 Moreover, BNs
can reduce a wide range of active and passive attacks, which, in turn, provides confidentiality, integrity and privacy in
IoT-based networks because of the secured communications at the network and the link layer.

7.2 Trusted SDN controller
Software-defined networking is a paradigm that provides several opportunities to secure the network more efficiently.
In this architecture, a SDN controller is used for the communication of network devices using various protocols. Open-
Flow is the most commonly used protocol for the communication between various devices in the network and the SDN
controller.111 The main aim of the SDN controller is to resolve the routing challenges in privacy protection of IoT-based
BNs.110 OpenFlow protocol allows the SDN controller to begin a secure connection with the devices in the network.
Trusted SDN controller can manage sleep and/or wake cycles, and can keep up a global IoT-based network view.109

7.3 Unified registry
The main purpose of UR is to consolidate the heterogeneous technologies to create IoT-based networks for smart cities.
The concept can also be extended to a visiting UR for the IoT nodes that are mobile and cross systems. This is crucial
from a security perspective that variety of IoT networks considers fixed nodes communicating through wireless commu-
nication technologies. There are several wireless communication technologies utilized in smart cities including W-Fi and
Long-Term Evolution. Moreover, many protocols such as IPv6 over low-power wireless personal area networks, ZigBee,
and Bluetooth low energy, and several addressing approaches such as IPv6 128-bit addressing, radio frequency identifica-
tion addressing and Bluetooth 48-bit addressing can be utilized in smart environments. All these technologies, protocols,
and schemes require a unified attribute for identity management, authentication and authorization. Furthermore, trans-
lation between wireless communication technologies, protocols, and addressing approaches has to be done and UR makes
the conversion process easier. It is difficult to implement a UR due to several regulatory, practical, and security issues.
However, a logical entity can be implemented in a highly distributed manner that focuses on data and attribute set of an
IoT node within the smart cities' network.

7.4 Key management system
Key management system109 is the process of managing different tasks associated with various aspects of cryptographic
key for cryptosystem. It is an important part of all security infrastructures. In an IoT environment, resource-constrained
devices communicate in a secure manner using a symmetric shared key. Keys should be created and stored, and used
securely. A critical issue regarding symmetric keys in a distributed mobile system is related to key distribution. Using a
hierarchal KMS provides efficient key distribution for symmetric keys in smart cities. It is required to authenticate com-
munications between IoT devices.112 Moreover, IoT applications require different security protocols and standards as
they may deal with different security vulnerabilities. Some of the most commonly used IoT protocols such as message
queuing telemetry transport and constrained application protocol do not have built-in security mechanism.113 How-
ever, constrained application protocol and other protocols can utilize protocols such as secure sockets layer to enhance
their security. This means that, for secure communication between IoT devices, it is not sufficient to have single factor
authentication.113 Therefore, it is required to have the KMS with two-factor authentication mechanism to mitigate the
risk and improve the security in IoT networks.114

As an example for such an architecture, consider a node in an IoT BN that wants to send a packet to another node. The
SDN controllers can ensure availability and synchronize the nodes for routing by creating the flow tables for the packets
to be routed from one node to another. In this regard, UR is responsible for identity management and node authentication
and authorization. In addition, KMS provides external key management for the IoT nodes to communicate securely using
a shared key.

A summary of the security components and services in IoT-based smart cities is provided in Table 3.
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TABLE 3 Components and services of a secure
Internet of Things–based architecture for smart cities

Components Services
BNs Integrity, confidentiality, privacy
TTP Availability, secure routing
UR Identity management, mobility, authentication, authorization
KMS Efficient key distribution for symmetric keys

Abbreviations: BN, black network; KMS, key management system; TTP, trusted third party;
UR, unified registry.

8 OPEN ISSUES AND FUTURE RESEARCH DIRECTIONS

In spite of different research studies and rapid improvement that have been obtained in recent decade regarding the
security and privacy in information-centric smart cities, there are still open research issues and challenges that should be
taken into account regarding the improvements of the smart cities in terms of security and privacy.

8.1 Mobile crowd sensing
Crowd sensing (CS) is a technique where a number of people having mobile devices can extract and share information
related to their interests. Crowd sensing sometimes is referred to as mobile CS (MCS) where smart devices such as phones
and other wearable devices are emerging as sensing, computing, and communication devices.115 Mobile CS has a great
potential of enhancing people's quality of life in various applications such as healthcare and transportation. Despite all
the benefits of MCS, data privacy and user trustworthiness are critical problems, which may be faced by it.115 Therefore,
these challenges are critical for CS in smart cities, which need to be carefully addressed in future research. Moreover,
MCS has great environmental and social applications for smart cities. For example, environmental applications of MCS
include measuring the level of pollution in a city and the level of water in creeks, and monitoring the natural home of
wildlife.116 Furthermore, in social MCS, users can share their sensed information using a database server, which provides
a good understanding of problems related to the community.116

8.2 Big data
The rapid rise in the number of smart devices and big data leads toward the problem of security and privacy in smart
cities' applications such as intelligent systems. Attackers can abuse the human intelligence and gain access to the big data
to infer and violate the privacy of data owners. There are many techniques such as cryptographic approaches that can be
used to detect these attackers. Besides that, it would be beneficial to improve the traceability of the network and allow a
TTP to control it. In addition, it is of great importance to achieve data privacy, integrity, authentication, and availability
to secure big data.

8.3 Internet of Things–based network security
The IoT can be considered as HetNets where different networks such as smartphone networks, social networks, inter-
net, and industrial networks are integrated and connected together to provide better services to the people.117 Due to this
complex environment, it is required to conduct research on effective technologies to overcome the latest challenges regard-
ing security and privacy in smart cities. In this regard, development of effective prevention approaches is significantly
important. Moreover, it is beneficial to model the spread patterns of data in WSNs.118

8.4 Lightweight security solutions
Several approaches have been developed recently regarding the security and privacy issues in smart cities. However,
the application for some of these approaches is not realistic. Due to the availability of resource- and energy-constraint
devices (eg, sensors) in smart cities' infrastructures, it is not possible to implement advanced and strong security algo-
rithms. Therefore, it is required to conduct research on developing lightweight security solutions to reduce overhead while
providing an acceptable level of protection simultaneously.

8.5 Authentication and confidentiality
In smart systems, authentication is required to ensure that services in heterogeneous systems can only be accessed by
authorized users.119 The IoT devices in smart cities are capable of authenticating the network itself and other nodes in the
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network and the messages from the management stations. In addition, since the amount of data authentication is increas-
ing dramatically, it is crucial to develop effective and advanced technologies to ensure exact and real-time authentication
in smart cities.

Confidentiality is another requirement for securing smart cities. It prevents information from being subjected to the
wrong source or passive attacks. In IoT networks, attackers can access devices and listen secretly to the communica-
tion. Therefore, it is important to conduct research into encryption-based techniques to protect confidentiality of data
transmission between nodes. This, in turn, helps to have a reliable communication system.120

8.6 Availability and integrity
In smart cities, services should be available whenever they are needed. They should also be capable of maintaining effec-
tive actions while they are under attack. Furthermore, a smart system in smart cities should have the ability to discover
unusual conditions and must be able to stop more damages to the system. Therefore, it is required to investigate on robust
protection techniques to deal with the increasingly smart attacks.

Moreover, integrity of IoT devices and information being exchanged between the devices and the cloud is significantly
important. Communications occur between various devices in smart cities; therefore, it is possible to easily damage the
data if they are not properly protected during the transmission process. Thus, it is important to investigate on effective
methods to guarantee the integrity of data in communication between IoT devices in smart cities.

8.7 The application of cloud/fog Technology in smart cities
Cloud computing provides a way to locally store and manage an enormous amount of data collected by IoT devices.
However, the process of sending such a vast amount of data is costly in terms of storage, bandwidth, latency, and com-
munication. As a result, IBM suggested to process data at the edge of the network using the concept of fog computing,
instead of transferring such a huge amount of data to the cloud.121 Fog computing has several applications in achiev-
ing the requirements for building sustainable smart cities such as smart agriculture,122 smart healthcare,123 and smart
water management.124 In spite of the important benefits of fog computing for smart cities, several security and privacy
challenges need to be taken into account such as data/web security and virtualization.125 This is due to the limitation of
computing resources of fog nodes, which complicates providing security solutions for them.126 Moreover, the probability
of cyberattacks against fog nodes are higher than cloud data centers because they are usually more accessible.

9 CONCLUSION

Smart cities can improve the functionality of urban environments and enhance the quality of life and the well-being
of people. By the implementation of various smart systems, security and privacy challenges have become an important
issue which needs efficient and effective solutions. In addition, it is of great importance to consider the security and
privacy threats in the design and implementation of new smart systems. In this paper, we have investigated and discussed
the security and privacy issues in information-centric smart cities' applications. First, we have introduced some typical
applications of smart cities. We then presented the general requirements regarding the security and privacy challenges
for smart cities' services. Moreover, we presented a number of security and privacy solutions for various applications
of information-centric smart cities. We finally discussed some open research issues that should be carefully taken into
account regarding the performance improvement of smart cities in terms of security and privacy.
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