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Smart Homes form a Basis for Connected Living 
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The Digital Consumer Ecosystem 
Consumer technologies combined with increased home automation open the door to cyber-

related vulnerabilities 
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Overview of Key Smart Home Technologies 
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Smart/Connected Homes See Growth Surge 

Smart and connected homes are one of the fastest growing markets within the global Homes & Buildings 

sector 
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Smart Home Cybersecurity and  

Consumer Perceptions 
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Smart Home Potential and Implications 
Frost & Sullivan research indicates smart home markets are gaining traction in North America 
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Consumers and Cyber Precautions 
Frost & Sullivan survey shows even early market adopters often do not employ full protections 
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Consumers and Cyber Precautions 
Yet concerns about cybersecurity run high across all segments of smart home adopters 
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Challenges in Cybersecurity Adoption 
Homes, buildings, businesses and solution providers are often ill-prepared for cyber threats 
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Cybersecurity and Physical Security 
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Smart Home Solutions 

Safety and Security are top entry points for cybersecurity attacks, though systems across a smart home 

may be vulnerable 
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Cybersecurity and Smart Homes  

Home security companies and solution specialists are viewed as the most likely players for installing 

cybersecurity systems in homes 
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Cybersecurity and Smart Homes  

Home security companies and solution specialists also considered to have wider expertise and capabilities 

than other home solution providers, such as utilities or cable service providers 
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Cybersecurity and Smart Homes  

Security systems are among the most common currently installed smart home solution for homes  

in North America 
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Cybersecurity and Smart Homes  

However, security systems are also among the most vulnerable to cybersecurity breaches, according to 

consumer perceptions, second only to media systems 
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Connected Security Market and Trends 
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Appendix 



Methodology for Consumer Survey Presented in this 

Study  



The Frost & Sullivan Story 



Frost & Sullivan Brings a Global Perspective 
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